Printer-Friendly IP/TCP/UDP/ICMP Cheat Sheet

Major source material from www.networksorcery.com
See also: http://www.sans.org/resources/tcpip.pdf 
IP header <http://www.networksorcery.com/enp/protocol/ip.htm>

	00
	01
	02
	03
	04
	05
	06
	07
	08
	09
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	Version
	IHL
	TOS Prec.
	D
	T
	R
	M
	R0
	Total Length
	

	IP Identification (IPID)
	
	R0
	DF
	MF
	Fragment Offset
	

	Time-To-Live (TTL)
	Protocol
	Header Checksum
	

	Source IP Address
	
	
	

	Destination IP Address
	
	
	

	Options & padding (variable, usually none)


TCP header <http://www.networksorcery.com/enp/protocol/tcp.htm>

	00
	01
	02
	03
	04
	05
	06
	07
	08
	09
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	Source Port
	
	Destination Port
	

	Sequence Number
	
	
	

	Acknowledgment Number
	
	
	

	Data Offset
	Reserved (0)
	N
	C
	E
	U
	A
	P
	R
	S
	F
	Window Size
	

	IP + TCP Checksum 
	
	URG Pointer
	

	Options & padding (variable, up to 44 bytes)

	Data (variable)


UDP header <http://www.networksorcery.com/enp/protocol/udp.htm>

	00
	01
	02
	03
	04
	05
	06
	07
	08
	09
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	Source Port
	
	Destination Port
	

	Length
	
	IP + UDP Checksum
	

	Data (variable)


ICMP header <http://www.networksorcery.com/enp/protocol/icmp.htm>

	00
	01
	02
	03
	04
	05
	06
	07
	08
	09
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	Type
	Code
	ICMP Checksum
	

	Data (variable)


